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Abstract. The rapid global spread of the web technology has led to
an increase in unauthorized intrusions into computers and networks.
Malicious web shell codes used by hackers can often cause extremely
harmful consequences. However, the existing detection methods cannot
precisely distinguish between the bad codes and the good codes. To solve
this problem, we first detected the malicious web shell codes by applying the traditional data mining algorithms: Support Vector Machine, KNearest Neighbor, Naive Bayes, Decision Tree, and Convolutional Neural
Network. Then, we designed an ensemble learning classifier to further
improve the accuracy. Our experimental analysis proved that the accuracy of SmartDetect—our proposed smart detection scheme for malicious web shell codes—was higher than the accuracy of Shell Detector
and NeoPI on the dataset collected from Github. Also, the equal-error
rate of the detection result of SmartDetect was lower than those of Shell
Detector and NeoPI.
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Introduction

High-speed Internet access provided by web technologies has enhanced web experience for users. However, user data remains susceptible to security attacks
because these technologies do not provide security to users. Therefore, web
server attacks have become one of the most dangerous Internet problems. Canali
and Balzarotti found that almost half of the hackers use web shells for their
attacks [1].
To create backdoors in servers, hackers often upload web shells that enable
remote control and administration of these servers. Attackers explore and discover web-speciﬁc vulnerabilities and conﬁguration loopholes, such as Cross-Site
Scripting and SQL injection, to expose the administrator’s interfaces [2]. After
hackers gain control of the server, they can arbitrarily upload and download
ﬁles, view databases, execute commands, elevate their privileges, and subsequently control the entire network of the enterprise. This can have devastating
c Springer Nature Switzerland AG 2018

M. Qiu (Ed.): SmartCom 2018, LNCS 11344, pp. 196–205, 2018.
https://doi.org/10.1007/978-3-030-05755-8_20

SmartDetect: A Smart Detection Scheme for Malicious Web Shell Codes

197

consequences. Therefore, it is very important to develop a precise method for
detecting web shells.
The commonly used methods for the detection of web shell codes can be
categorized into three main groups: static detection, dynamic detection, and
statistical detection. The static detection method uses the regularization feature
to match the malicious commands. Dynamic detection determines the threat by
using system commands and abnormal network traﬃc [3]. Statistical detection
uses entropy, longest word, index of coincidence, signature, and the compression
rate to detect the web shell codes.
Moreover, several automatic detection tools have been developed that have
better eﬃciency than the manual detection of web shell codes. For instance,
Shell Detector [4] is a static detection tool. It can ﬁnd both the original and
encoded web shells. NeoPI is a statistical detection tool to detect obfuscated
and hidden web shell codes. Unfortunately, both tools have low precision and
high equal-error rates.
This research proposes a model that overcomes these concerns to a large
extent. Our main contributions are as follows:
– We compared SmartDetect with ﬁve existing data mining algorithms: Support Vector Machine (SVM), K-Nearest Neighbor (KNN), Naive Bayes (NB),
Decision Tree (DT), and Convolutional Neural Network (CNN), for web shell
detection. To improve the detection accuracy, we propose SmartDetect, a
smart scheme for detecting malicious web shell codes.
– We applied ensemble learning to improve the accuracy of the proposed
scheme. To the best of our knowledge, this is the ﬁrst study that constructs
an ensemble classiﬁer for detecting malicious web shell codes.
– Our experimental analysis showed that the precision of the ensemble classiﬁer
was higher than that of the existing classiﬁers such as Shell Detector and
NeoPI. In addition, the equal-error rate of the ensemble classiﬁer was lower
than that of the Shell Detector and NeoPI.

2

Related Work

In this section, we have investigated several studies from the last decade on
malicious web shell detection. These studies can be divided into four categories.
Starov et al. [2] performed a comprehensive study on web shells. They used
several static and dynamic detection methods, and they checked the visible and
invisible features generated by popular malicious shells. The result demonstrated
that 25% shells were missed in the sample set even for the best detection system
at that time.
Tu et al. [5] proposed a detection method to identify malicious codes by using
the optimal threshold values. They calculated the score for malicious signatures
and malicious functions of the source code. An optimal threshold value was
determined to select the suspicious ﬁles whose signature total score exceeded
the threshold value. The system received a true positive rate of 79.9% and a
false positive rate of 2.0%.
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Yi Nan et al. [6] proposed a detection scheme for semantics-based web shells
by using an abstract syntax subtree extraction algorithm. This algorithm could
locate the malicious behavior of web shell ﬁles by using the risk assessment table
of nodes. However, it could not detect certain speciﬁc shells.
Wrench et al. [7] proposed a shell classiﬁcation approach based on the similarities of the ﬁles to known malwares. They proposed four ways of classifying
shells based on their similarities: their aim was to produce representative similarity matrices. Then, the matrices were visualized and interpreted graphically.
However, the existing web shells that detected malicious shells were not ﬂexible enough. Our proposed method, SmartDetect, can be used to manage the
deduplication and deobfuscation of web shell data sets.

3
3.1

Preliminaries
Web Shell

Based on their complexity and available functions, web shells can be basically
divided into three categories: complex web shells, simple web shells, and web
shells that contain one command line [8]. The complex web shells contain all
the features of Trojans. They usually need to call the system’s key commands
such as exec and system. They are concealed using code encryption. Simple web
shells include only the function of uploading ﬁles. Their ﬁle sizes are small. The
web shells that contain one command line can be used ﬂexibly because they can
be used as separate ﬁles or as parts of a normal ﬁle. Therefore, it is diﬃcult to
detect these web shells by using ordinary methods.
For identiﬁcation, web shells can be basically divided into two categories.
One category is non-encoded web shells, and the other is encoded web shells.
Non-encoded web shells store their source code without being encoded. Thus,
we can detect the commands directly. Encoded web shells contain commands
that are obfuscated. For example, hackers always use base64 encode to encode
the commands [9].
3.2

Ensemble Classifier

Dietterich [10] theoretically proved that ensemble classiﬁers have better classiﬁcation accuracy than single-component classiﬁers. Miranda Dos Santos [11]
proved this fact empirically. The error rate of ensemble classiﬁers could be
reduced by implementing multiple base classiﬁers if the accuracy of each base
classiﬁer was over 50%. For the detection of web shells, we used ensemble classiﬁers to improve the detection accuracy because web shells are of diﬀerent types,
and we can detect these web shells using diﬀerent basic detectors. Our study
uses bagging to realize the ensemble classiﬁer. Bagging, namely Breiman’s bootstrap aggregating method, is a straightforward way to obtain high eﬃciency [12].
A number of sampling sets are produced by using bootstrap sampling. We used
each sampling set to train a distinct classiﬁer; then, we combined these classiﬁers
by using the simple voting method.
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SmartDetect

We propose SmartDetect: a smart code detection scheme for malicious web shells.
The concrete scheme consists of three steps. The ﬁrst step was to preprocess the
collected data. Second, we used the bootstrap sampling measure to generate
ﬁve sample sets and train ﬁve classiﬁers separately. Finally, we used bagging to
design an ensemble learning algorithm by which the malicious web shell codes
could be precisely detected.
4.1

Data Preprocessing

We obtained web shell samples from some publicly available data sets on the
web [13–16]. Given the complexity and diversity of web shells, there were a
number of data sets having entirely diﬀerent structures; all of these could not
be used directly for our scheme. However, we preprocessed the collected data by
identifying a number of similar web shell codes. In this paper, we mainly deal
with the malicious web shell codes with the PHP script language. We performed
the following steps:
– First, we ﬁltered the web shell codes by checking the PHP tags. Then, the
web shell codes with non-PHP script languages were deleted. Subsequently,
we obtained 1404 PHP ﬁles [13–15] with web shell codes.
– Second, we removed the web shells with syntactic meaning, whitespaces, and
comments. After this procedure, we had 826 shells.
– Code obfuscation was used to prevent reverse engineering [17]. Although the
obfuscation technique could protect the proprietary code, it could also be
used by web shell authors to hide the malicious code. We used the UnPHP
deobfuscation service [18,19] for automatically deobfuscating the shells.
The normal PHP ﬁles were collected from an open source software developed
by multiple PHP projects [20–25]. In fact, we eventually collected a total of 8045
PHP ﬁles.
4.2

Feature Extraction

We used the Opcode bi-gram model to extract the features. Here, Opcode [26] is
part of the instructions that specify the operation to be performed. The content
of the instructions were determined by the instruction speciﬁcations of the previous step. In addition, certain operands are usually required by the instruction.
The possible instructions do not require explicit operands. These operands may
be the values in the registers, the values in a stack, the values in a memory block,
or the values in an input or an output port. We used PHP’s VLD [27] extension
to view the Opcode of the PHP ﬁle. The N-Gram model is based on the assumption that the occurrence of the nth word is only related to the preceding N − 1
words. The probability of the entire sentence is the product of the probabilities
of the occurrences of the words that make up the sentence.
The ﬂowchart for the feature extraction model is as follows:
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Algorithm 1. Feature Extraction Algorithm
Input:
PHP Files F .
Output:
Features F .
1: Put F into VLD extension module.
2: Obtain Opcode O.
3: Put O into Bi-Gram model.
4: return F .

4.3

Model Training

We ﬁrst used SVM, KNN, NB, DT, and CNN to train ﬁves classiﬁers by using
the above-mentioned training sets to obtain a well-performing classiﬁer. The
architecture for web shells classiﬁcation is shown in Fig. 1.

Fig. 1. Architecture for web shell codes’ classification

We illustrate the technical details by using the SVM-based malicious web
shell codes as an example. The model uses the following formula.
1
min ω
2
s.t. yi (ω T xi + b) ≥ 1, i = 1, 2, ..., m
Then, the RBF kernel is deﬁned as follows:
2

κ(xi , xj ) = exp(−

xi − xj 
).
2σ 2
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Ensemble Learning

We continue to apply bagging to design the ensemble learning algorithm to
further improve accuracy. Bagging can be applied to a parallel model where there
is no strong dependency between the individual learners and can be generated
simultaneously.
The algorithm for building a bagging model is shown in Fig. 2.

Fig. 2. Experimental flowchart for bagging
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Algorithm 2. Ensemble-Learning-Based Detection Algorithm
Input:
1. Basic classifier: C,
2. The iteration of training: t. The total iteration T is 5,
3. Training set: S.
Output:
Ensemble of classifiers: Ct .
1: t = 1
2: while t < T
3:
St ← the subset of training set generated through bootstrap sampling
4:
Using St to create basic classifier Ct
5:
t++
6: return C(Ensemble of classifiers Ct by simple voting measure)

5

Performance Analysis

We compared the accuracy of our proposed scheme with the existing detection
tools. The experimental ﬂowchart is shown in Fig. 2.
We ﬁrst compared the accuracy of the proposed scheme. For this, we considered ﬁve data mining algorithms: SVM, KNN, NB, DT, and CNN. The results
are shown in Fig. 4.
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Fig. 3. Architecture for web shells’ classification
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From the table, we can see that the best basic classiﬁer is from the CNNbased detection scheme. Its precision reaches 80.7%, which is higher than that of
other algorithms. Our ensemble classiﬁer achieved the highest precision of 85.7%
(Fig. 3).
Then, we compared the error rate. The ROC curve is shown in Fig. 4.

Fig. 4. Architecture for web shells classification

From the ﬁgure, we can see that the error rate of the proposed detection
scheme is far superior to that of existing detection schemes.

6

Conclusion

The damage caused by web shells can be extremely serious. Unfortunately, the
existing detection methods are not very eﬀective. In this study, we developed
SmartDetect, an ensemble learning model to detect web shells. Five learning
algorithms were applied. Our experimental results proved that the precision of
our ensemble learning algorithm increased by at least 5% as compared with the
basic learning algorithm. It is diﬃcult to detect web shells using a single classiﬁer
because there are various kinds of web shells; therefore, we used the ensemble
classiﬁer.
Our experimental analysis also showed that the precision of the ensemble
classiﬁer was higher than that of the existing classiﬁers such as Shell Detector
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and NeoPI, whereas the equal-error rate of the ensemble classiﬁer was lower than
that of NeoPI.
With the advent of the intelligent age [28,29], the use of machine learning
methods to detect malicious code is becoming increasingly signiﬁcant. Moreover,
the methods used in our research can be applied to other malicious-code detection ﬁelds. In our future studies, we could investigate web shells that are hidden
in test images.
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