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a b s t r a c t
Obfuscapk is an open-source automatic obfuscation tool for Android apps that works in a black-box
fashion (i.e., it does not need the app source code). Obfuscapk supports advanced obfuscation features
and has a modular architecture that could be straightforwardly extended to support new obfuscation
techniques. This paper introduces the architecture, the main obfuscation techniques implemented in
Obfuscapk, as well as the basics of the Obfuscapk CLI. Finally, the paper discusses an actual use-case
for Obfuscapk, and an empirical assessment on the reliability of the tool on a set of 1000 ‘‘most
downloaded’’ APKs from the Google Play Store.
© 2020 The Authors. Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND
license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Motivation and significance
Obfuscation is a security through obscurity technique that modifies the code in order to counteract automatic or manual code
analysis. However, it is considered as a double-edged sword
by the security community because both software developers
and malware authors frequently use obfuscation. In fact, on the
one hand, obfuscation keeps developers’ competitors away from
copying the code and makes it difficult for attackers to alter
the regular flow of the software (e.g., cracking). On the other
hand, it also helps malware authors to circumvent automated
code analysis and manual inspection. As an example, consider a
malware sample that is being recognized by anti-virus engines.
In this case, the malware author needs to quickly build a variant
of the original malware that could go undetected. Since creating
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a variant from scratch is time-consuming, obfuscating the code of
the original malware is often considered a good compromise.
The challenges around obfuscation have attracted many researchers, especially in the field of mobile apps, given the astonishing growth of such markets. In the mobile world, especially the
one focusing on the Android platform, obfuscation is rather common. Disassembling (or decompiling) and rebuilding an Android
app is more straightforward w.r.t. other binary code, like, e.g., x86
executables. So far, most of the studies on Android app obfuscation focus on how: (i) to build reliable obfuscation techniques [1,
2], (ii) obfuscation can be handled by state-of-art code analysis
tools [3], (iii) to automatically deobfuscate the code [4], and
(iv) developers actually adopt obfuscation nowadays [5,6]. The
recent research works suggest that many developers are unable to
apply advanced obfuscation techniques and that free off-the-shelf
obfuscators support only basic obfuscation or are very difficult to
configure. Furthermore, there are several academic works [7–14]
that take advantage of machine learning techniques for malware detection; however, only few of them [15,16] take into
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consideration obfuscation in their models. It is also worth to
point out that there is an increasing trend [17,18] on applying
adversarial machine learning on mobile, with the aim to study
how an attacker could modify an app in order to evade an
existing ML model. However, there exist only a couple of tools
(i.e., ADAM [19] and AAMO [20]) that allow to apply (some) obfuscation techniques automatically. Unfortunately, both of them
were never updated since the year they were released, ADAM
does not implement advanced obfuscation techniques, and the
current version of AAMO does not seem to work correctly. To
overcome the limitation of previous tools, we have developed
Obfuscapk,1 a free Python tool that is able to obfuscate compiled Android apps (i.e., without the need of the source code).
Obfuscapk supports advanced obfuscation features (e.g., string
encryption and native libraries encryption), and its modular architecture easily allows to add new obfuscation techniques by
the community. We tested Obfuscapk on 1000 APKs among the
most installed apps from the Google Play Store; our experiments
indicate that Obfuscapk automatically generates obfuscated full
working apps in the 83% of the cases. Obfuscapk aims at becoming a useful tool for both the developers’ and the research
communities. On the one hand, developers can use Obfuscapk in
cooperation with ProGuard, which is the default optimizer and
obfuscator included in the Android SDK and supported by the
official Android Studio IDE. First, the developer uses the Android
SDK with ProGuard to release the APK, and then she can apply
more advanced obfuscation techniques through Obfuscapk. On
the other hand, the research community on mobile security can
apply Obfuscapk as a black-box obfuscation tool to apps and
malware samples for several aims, like building or attacking a
machine learning model, improving program analysis techniques
w.r.t. obfuscation transformations, just to cite a few. Finally, each
user can extend the current tool by adding her own or other
obfuscation techniques at state of the art. Obviously, several
commercial obfuscators exist. ProGuard [21] and Allatori [22]
work at the source-code level, while the others like DashO [23],
DexProtector [24], and Shield4J [25] directly work on APK files.
Unfortunately, it is hard to compare them, since they typically do
not offer an evaluation version, and they are closed-source. Still,
Obfuscapk implements all the advanced obfuscation techniques
declared by such proprietary obfuscators.
2. Supported obfuscation techniques
In this section, we describe the techniques supported by Obfuscapk, with a specific focus on their impact on malware detection. There exists a classification [20,26] of obfuscation techniques for the Android ecosystem, which divides the techniques
in two main categories: trivial and non-trivial.
2.1. Trivial techniques
Trivial techniques are the simplest ones. They have no real
obfuscation effects on the APK, but they can trick some signaturebased anti-malware tools [26]. Obfuscapk implements four existing trivial techniques, namely: Align, Re-sign, Rebuild, and
Randomize Manifest.
1 Android Package (APK) is the package file format used by the Android
operating system for distribution and installation of mobile apps.

2.1.1. Align and re-sign
These techniques implement the last mandatory steps for
building a working Android APK. The alignment is done by using
zipalign, a specific tool of the Android SDK. The result is a
reorganized application in which the structure of the files is
optimized for running on an Android device. Android requires all
APKs to be digitally signed with a certificate before they can be
installed on a device (or updated), so the Re-sing step is the last
mandatory step after applying obfuscation.
2.1.2. Rebuild
The bytecode contained in classes.dex2 file can be disassembled and reassembled to obtain a different version of the
file. Such technique transforms the bytecode without changing
its semantic, in order to preserve the original behavior of the app.
This rebuild aims to fool anti-malware tools that use the signature
of classes.dex file.
2.1.3. Randomize manifest
Such technique randomly rearranges the entries in the AndroidManifest.xml,3 without modifying the XML tree structure.
The goals are twofold: (i) change the hash of the manifest file,
and (ii) fool the N-gram analysis [27].
2.2. Non-trivial techniques
Non-trivial techniques are more complex, but they grant a
more profitable gain in terms of detection rate and robustness [26]. The targets of obfuscation are both bytecode and
resources (XMLs, asset files, and external libraries). Non-trivial
obfuscation techniques can be divided into four subcategories:
Renaming, Encryption, Code, and Resources.
2.2.1. Renaming
In software development, the names of identifiers (variable
names, function names, and so forth) should be meaningful to
provide good code readability and maintainability. However, such
clear names may leak information about code functionalities.
Furthermore, since the package name uniquely identifies an Android app, its modification amounts to put a new app in the
Android ecosystem. Therefore, the renaming technique substitutes each identifier with an obscure and meaningless one. While
the methods and fields renaming has no drawbacks, the classes
and package name renaming is more complicated because the
AndroidManifest.xml must be updated accordingly.
2.2.2. Encryption
An APK file may contain resources that can be requested at
run-time by the developer. Those files can be native libraries or
even strings. Such resources can be encrypted and decrypted at
run-time. In this case, the attacker needs another step to find the
decryption key before reading the resources, but there is also an
obvious disadvantage: the app performances get worse because
it needs extra calculations when it accesses its resources. When
Obfuscapk starts, it automatically generates a random secret key
(32 characters long, using ASCII letters and digits) that can be
used to encrypt:

• LibEncryption. Native libraries;
• AssetEncryption. Asset files (like videos, photos, text files,
etc.);

• ResStringEncryption. Strings contained in the strings.xml
resource file.

• ConstStringEncryption. Constant strings in the code.
2 The classes.dex file contains the Android Dalvik bytecode, i.e. the
application code.
3 The AndroidManifest.xml file contains the information of the app, like
components and permissions.
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2.2.3. Code
This category contains all obfuscation techniques that affect
instructions inside the classes.dex. There exist several techniques that hide the behavior of the application, each of which is
applied to a different aspect of the code.
DebugRemoval. This technique just removes debug meta-data.
The removal of debug information, such as line numbers, types,
or method names, reduces the amount of useful information for
the reverse engineering process.
CallIndirection. This technique modifies the control-flow graph
(CFG from now on) without impacting the code semantics; it
adds new methods that invoke the original ones. For example,
an invocation to the method m1 will be substituted by a new
wrapper method m2 , that, when invoked, it calls the original
method m1 .
Goto. Given a method, it inserts a goto instruction pointing to the
end of the method and another goto pointing to the instruction
after the first goto; it modifies the CFG by adding two new nodes.
Reorder. This technique consists of changing the order of basic
blocks in the code. When a branch instruction is found, the condition is inverted (e.g., ‘‘branch if lower than’’, becomes ‘‘branch if
greater or equal than’’) and the target basic blocks are reordered
accordingly. Furthermore, it also randomly re-arrange the code
abusing goto instructions.
ArithmeticBranch. This is the first technique that belongs to the
junk code insertion category, that aims at adding some useless
and semantic-preserving instructions to the code. In this case,
the junk code is composed by arithmetic computations and a
branch instruction depending on the result of these computations, crafted in such a way that the branch is never taken.
Nop. Nop, short for no-operation, is a dedicated instruction that
does nothing. This technique just inserts random nop instructions
(i.e., junk code) within every method implementation.
MethodsOverload. It exploits the overloading feature of the Java
programming language to assign the same name to different
methods but using different arguments. Given an already existing
method, this technique creates a new void method with the
same name and arguments, but it also adds new random arguments. Then, the body of the new method is filled with random
arithmetic instructions.
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3. Software description
3.1. Software architecture
Obfuscapk is designed (see Fig. 1) to be modular and easy
to extend, so it is built on Yapsy, a plugin management system.
Consequently, each obfuscator is a plugin that inherits from an
abstract base class and needs to implement the method obfuscate. When the tool begins to process an APK, it creates an
obfuscation object to store all the needed information (i.e., the
location of the decompiled code) and the internal state of the
operations (i.e., the list of already used obfuscators). Then, the
obfuscation object is passed, as a parameter to the obfuscate
method, to all the active plugins/obfuscators sequentially. The
list and the order of the active plugins are specified through
command-line options.
The tool is easily extensible with new obfuscators: it is enough
to add the source code implementing the obfuscation technique
and the plugin metadata (a <obfuscator-name>.obfuscator
file) in the src/obfuscapk/obfuscators directory. The tool
will automatically detect the new plugin, with no need of further
configuration steps.
3.2. Tool functionalities
The complete set of Obfuscapk functionalities is provided by
the following help message:

obfuscapk [-h] -o OBFUSCATOR [-w DIR] [-d OUT_APK]
[-i] [-p] [-k VT_API_KEY]
<APK_FILE>
There are two mandatory parameters: <APK_FILE>, the path
(relative or absolute) to the apk file to obfuscate and the list with
the names of the obfuscation techniques to apply (specified with
the -o option). The remaining parameters are optional.

2.3. Summary of techniques by categories

-o the list with the names of the obfuscation techniques (previously described in Section 2 and summarized in Table 1) to
apply; e.g., -o Rebuild -o NewSignature -o NewAlignment.
-w DIR is used to set the working directory used to store the
intermediate files (generated by apktool). If not specified,
a directory named obfuscation_working_dir is created
in the same directory of the input app. This option can be
useful for debugging purposes.
-d OUT_APK is used to set the path of the destination file,
i.e., the apk file generated by the obfuscation process. If not
specified, the final obfuscated file will be saved inside the
working directory. Existing files will be overwritten without
any warning.
-i is a flag for ignoring known third party libraries during the
obfuscation. This option could be useful to improve performances and reduce the risk of errors. The list of libraries to
ignore is obtained from the LiteRadar4 project.
-p is a flag for showing progress bars during the obfuscation
operations.
-k VT_API_KEY is only needed when using VirusTotal obfuscator, to set the API key(s) to be used when communicating with Virus Total. It can be set multiple times to cycle
through the API keys during the requests (e.g., -k VT_KEY_1
-k VT_KEY_2).

Table 1 summarizes the aforementioned techniques implemented in Obfuscapk, grouped by categories.

4 https://github.com/pkumza/LiteRadar

2.2.4. Invocation by reflection
The Reflection is a feature of the Java programming language
that allows examining or modifying the run-time behavior of a
class during execution. In this context, this feature is used to
invoke methods of a given object.
Reflection. This technique analyzes the existing code looking for
method invocations of the app, ignoring the calls to the Android
framework. If it finds an instruction with a suitable method invocation (i.e., no constructor methods, public visibility, enough free
registers, . . . ) such invocation is redirected to a custom method
that will invoke the original method using the Reflection APIs.
AdvancedReflection. This technique is complementary to the
previous one because it works in the same way, but it targets the
invocations of dangerous APIs. In order to find out if a method belongs to the Android Framework, Obfuscapk refers to the mapping
discovered by Backes et al. [28].
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Table 1
Obfuscapk implemented obfuscators.
Category

Obfuscapk obfuscator

Trivial

RandomManifest, Rebuild, NewAlignment, NewSignature

Renaming

ClassRename, FieldRename, MethodRename

Encryption

LibEncryption, ResStringEncryption,
AssetEncryption, ConstStringEncryption

Code

ArithmeticBranch, Reorder, CallIndirection,
DebugRemoval, Goto, MethodOverload, Nop

Reflection

Reflection, AdvancedReflection

Fig. 1. Obfuscapk architecture.
Table 2
Detection ratio of different obfuscated versions.
Category

Detection ratio

Percentage

Original
Trivial
Renaming
Reflection
Code
Encryption

32/58 [29]
18/58 [31]
16/58 [32]
15/58 [33]
8/58 [34]
0/58 [35]

55%
31%
28%
26%
14%
0%

4. Illustrative example
As an example, we use Obfuscapk to obfuscate an Android
malware discovered in early 2019, a Trojan-Banker named CometBot. In this example, we have obfuscated our specimen [29]
using the different sets of techniques implemented in Obfuscapk
(summarized in Table 1). Then, we have uploaded the obfuscated
sample to Virus Total [30]; results are reported in Table 2, ordered
by detection ratio.
This example shows how different types of obfuscation influence, more or less, the detection ratio. In this particular case, the
techniques of the Encryption category allowed to build an undetectable variant. Since an Android APK is an archive that contains
several files and a malicious component might be implemented
almost everywhere, it is not possible to establish which is the
most effective subset of techniques a priori, since each technique
has different effects on the files within the APK.
Listing 1 shows the command line parameters for obfuscating
the CometBot malware using the Encryption techniques.
Listing 1: Obfuscating Cometbot malware using encryption
$ obfuscapk \
LibEncryption −o R e s S t r i n g E n c r y p t i o n \
AssetEncryption −o C o n s t S t r i n gE n c r y p t i o n \
Rebuild −o NewAlignment −o NewSignature \
encryption . apk cometbot . apk

−o
−o
−o
−d

5. Testing the stability of obfuscapk
We empirically evaluated the stability of Obfuscapk by obfuscating, using each implemented technique, a dataset of 1000
APKs randomly downloaded from the Google Play Store, among
the top free apps by the number of installations [36]. Then, we
have tested if the modified APK can be still installed and if it runs
properly.
A single automated test, for each APK A, executes as follow:
1. Obfuscapk obfuscates A, and builds up a new APK A′ .
2. A′ is installed on an actual Android device.
3. If the above step fails, the original A is installed, in order to
verify whether the failure is due to the modification carried
out by Obfuscapk or it is independent.
4. If the installation of A′ has been successful, its behavior
is tested by generating a stream of 1024 pseudo-random
user events with Monkey [37], seeded by a random number
n. Using different seed values leads to generate distinct
sequences of user events. If A′ fails, this can be due either
to Obfuscapk transformations or to the presence of bugs in
the original app A.
5. To discriminate, we stimulate A with the same stream of
events, generated by seeding Monkey with the same seed
n.
Through previous steps, we can empirically assess whether
the obfuscation process leads to failures. We carried out the
experimental assessment on a Dell XPS 9530 (Ubuntu 18.04,
Intel Core i7-4712HQ @ 2.30 GHz, 16GB RAM), as well as on a
OnePlus 6 (Android 9, Snapdragon 845 @ 2.8 GHz, 8GB RAM)
that we used to obfuscate, install and (automatically) stimulate
the apps. We emphasize that the results of the same sequences
of Monkey events on the original and obfuscated version of the
app under test are equivalent, because: (i) we use the same seed,
thereby obtaining the same sequence of events (ii) Obfuscapk
does not affect the layout of the app defined in the related XML
files (buttons, editable fields, etc.) (iii) when Obfuscapk renames
some component, if necessary, it modifies every reference in
the manifest file accordingly. In this way, the event generated
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by Monkey triggers the same component in the original and
in the obfuscated app, while the code of the obfuscated app is
semantically equivalent to the code in the original one.
5.1. Stability results
Our results indicate that on 1000 samples, 47 repackaged apps
failed at Step 2., i.e., they could not be installed successfully.
Among these, 8 also failed Step 3., meaning that the corresponding original APKs were already broken in some way. Therefore,
we discarded them, and we considered a new set, consisting of
the original samples without the broken APKs; that is, 1000 −
8 = 992 apps. On this set, the 95% (940/992) of repackaged
apps have been successfully installed. Then, we stimulated the
installed apps according to 4.. Among these, 817 were repackaged
and stimulated without crashes, while 123 = 940 − 817 failed and
required further analysis. Therefore, we applied Step 5. to such
apps obtaining that 6 original apps crashed, thereby proving that
the same problems affected the original app, too. For this reason,
we also discarded these APKs, reaching a total of 992 − 6 = 986
of working original apps. Summing up, the 83% = 817/986
of working apps have been successfully obfuscated, installed,
and executed properly after the obfuscation process. It is worth
pointing out that Monkey [37] is not a comprehensive tool for
dynamically testing Android APK; therefore, such 83% must be
considered an upper-bound. We discourage the use of Monkey
to test the stability of an app in production.
Then, we tried to classify the reasons behind the 17% =
169/986 failures. First of all, Obfuscapk relies on Apktool to
decompile and rebuild the target APK. In order to understand if
an APK crashed because of a malfunction of Apktool, we have
repeated our experiments just using the Rebuild, NewAlignment and NewSignature components of Obfuscapk. In this way,
Obfuscapk does not make any change to target APK, but it just
rebuilds the app using Apktool (this requires to align and sign
the APK to install it). The 66% = 111/169 failed. Unfortunately,
using a black-box approach (i.e., without having the source code
of the app), it is unfeasible to discriminate between a failure of
the Apktool rebuild procedure or a failure originated by an antitampering technique implemented by the original app. Instead,
the remaining 34% = 58/169 fail due to the modifications carried
out by Obfuscapk. Unfortunately, the reasons for the failure are
heterogeneous and APK-specific. Still, we noticed that the most
common failures are related to the use of reflection, i.e., when
Obfuscapk renames a class or method, and the app tries to load
it using the original name.
6. Impact and conclusions
Obfuscapk is a black-box obfuscation tool that can work with
every Android APK and offers a free solution with advanced
obfuscation techniques. Users can extend Obfuscapk with newly
studied obfuscation techniques, or they can improve the existing
ones. Furthermore, Obfuscapk can be adopted to study the effects
of obfuscation transformations with state of the art on program
analysis.
It is worth noting that obfuscated versions of the same app
may be effectively uploaded on the Play Store, substituting the
existing release. The only constraint is that the package name
remains unchanged because it is used as an unique identifier. To
the best of our knowledge Obfuscapk does not violate any rules
of the Play Store.
In the foreseeable future, we hope that a community of developers and users around Obfuscapk can grow, so that the tool
can improve in terms of both features and stability, in order to
become a research and industrial reference implementation for
the obfuscation of Android apps.
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